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Overview

Sante Worklist Server (MWL Server) is a standalone application that receives patient demographic and exam
scheduling information from a HIS/RIS system (Hospital Information System / Radiology Information System) via
HL7 communication messages. It then transfers this information to any modality or medical scanner using DICOM
communication protocols (C-FIND).

The program provides automated, reliable, and error-free data transfer from HL7 nodes (HIS/RIS) to DICOM nodes
(medical scanners), without the need for human intervention.

Features and benefits
e The server can run as Windows service
Supports unlimited number of patients/exams (it depends only on hard disk size)
Supports unlimited number of connections with HL7 nodes
Supports unlimited number of connections with DICOM nodes
It can query other DICOM Worklist nodes
Mapping of HL7 message fields to program's database fields
Supports all charsets (Latin, Chinese, Japanese, Korean, Cyrillic, Arabic, Greek, Turkish, etc.)
Supports DICOM network services (C-FIND SCU/SCP, C-ECHO SCU/SCP)
Compatible with all modalities (CT, MR, NM, US, XA, MG, CR etc.).
Perpetual license that never expires.
Free updates and free technical support for product's lifetime
Windows Server 2025/2022/2019/2016/2012/2008 and Windows 11/10/8.1/8/7/Vista (64-bit) compatible
Easy to use with native Windows "look and feel"

Minimum System Requirements
e Windows Server 2025/2022/2019/2016/2012/2008 or Windows 11/10/8.1/8/7/Vista 64-bit
Intel Core i3 1.3GHz or greater
4 GB memory or more
Monitor that supports resolution 1366x768 or above
100MB free space on hard disk

Installing Sante Worklist Server

The user must run the setup file as administrator. After downloading, press the right mouse button and select the
menu item "Run as administrator".

l :
N
sante_worklist_se
IVEr.EXe |
I

Open

® Run as administrator
Troubleshoot compatibility
Pin to Start
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Installation on Windows Server 2012
The user must install the "Media Foundation" from "Add Roles and Features" wizard of the Server Manager.

DESTINATION SERVER

Se I ect fe atures DEV-KPS-WEB2 kps.ocal

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection L ranuvel viusiciing ASP.NET 4.5 provides core support

Server Roles [] Group Policy Management for running ASP.NET 4.5 stand-alone
applications as well as applications

, i ;
[[] Ink and Handwriting Services that are integrated with [IS.

[] Internet Printing Client

[] 1P Address Management (IPAM) Server
[[] iSNS Server service

[C] LPR Port Monitor

[[] Management OData IIS Extension

[J Media Foundation <€
[[] Message Queuing

[J Multipath I/0

[V] Network Load Balancing (Installed)

[[] Peer Name Resolution Protocol

[] Quality Windows Audio Video Experience

[[] RAS Connection Manager Administration Kit (CM£
[ [ T3]

<P_revious|| Next > I

Installation on Windows Server 2008
Before the program installation the user must install this update of Microsoft:
https://support.microsoft.com/en-us/kb/2117917



https://support.microsoft.com/en-us/kb/2117917

SANTESOFT - SANTE WORKLIST SERVER

Configuration

Program Configuration

Before using the software for the first time, it must be properly configured by the user.

The program functions as a DICOM Worklist Server and can be queried by medical scanners for scheduled
procedures. Therefore, it must be configured as a DICOM node — meaning it needs an AE Title and an IP port for
DICOM communications, just like any other DICOM node.

Additionally, the program acts as an HL7 client. It can receive HL7 messages containing scheduled procedure
information from HIS/RIS systems. For this purpose, it must also be assigned an IP port for communication with
other HL7 nodes.

To perform the configuration, the user should select the Program Setup command from the toolbar. This will open
the following dialog box:

‘ Sante Worklist Server p 4 ‘

| Program Setup |

DICOM Configuration
DICOM AE Title DICOM Port
SANTEWL1 11131

HLY Configuration

HLY Port IP Address

787 192.168.1.131

Sending Application Sending Facility
Santesoft Santesoft

B send Acknowledgement

0 In incoming queries use the Client AE Title when the tag
0040,0001 is empty

Auto delete HLY records from
DB

Hebrew | Never e

Default Charset

Auto-insertion of HL7 messages

Monitoring folder for auto-insertion of HLY messages (" bt *.hI7)

Browse...

C] Erase HL7 messages after insertion

C] Run the server as service

DICOM AE Title, DICOM port
Specifies the AE Title and IP port used for DICOM communication with other DICOM nodes.

HL7 Port
The IP port used for communication with other HL7 nodes such as HIS/RIS systems.
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IP Address
This address is automatically assigned by the Windows operating system. To change it, the user must modify the
TCP/IP settings in Windows.

Sending Application / Sending Facility
If the program sends HL7 messages to other HL7 clients, it uses these values in the MSH.3 and MSH.4 fields of the
HL7 message header.

Send Acknowledgement
Some HL7 servers require an acknowledgment message as confirmation that a message was received. When this
option is enabled, the program sends an HL7 ACK message back to the server.

In incoming queries use the Client AE Title when the tag 0040,0001 is empty
Some DICOM nodes request the station name. If tag (0040,0001) is empty, the program will use the AE Title of the
guerying DICOM node as the station name.

Default Charset
If an HL7 message does not specify a character set, the program uses the character set defined in this field.

Auto delete HL7 records
The program can automatically delete from the database old messages that are not useful anymore. Messages can
be deleted if they are older than 7 days, 14 days, 1 month, or 3 months.

Monitoring folder for auto-insertion of HL7 messages

The program monitors a specified folder for HL7 message files with the extensions .txt or .hl7. When a message is
successfully inserted into the database, the file is renamed with the extension .DON. If insertion fails, it is renamed
with .ERR.

Erase HL7 messages after insertion
If this option is enabled, successfully inserted HL7 message files are deleted instead of being renamed with .DON.
Messages that fail to insert are not deleted.

Run the server as service
This option enables the software to run as a windows service.
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How it works

Connection with HIS/RIS servers.

The Sante Worklist Server receives messages in HL7 format from one or more HIS/RIS servers and stores them in
the database.

IMPORTANT: The Sante Worklist Server cannot request these messages from the HIS/RIS servers; the HIS/RIS
servers must send the messages to the HL7 port of the Sante Worklist Server.

Connection with DICOM modalities.

Each DICOM modality sends a C-FIND request to the Sante Worklist Server to retrieve the worklist items stored in
the database for that specific modality. The C-FIND request must be sent to the DICOM port of the Sante Worklist
Server.

IMPORTANT: The Sante Worklist Server cannot push worklist items to the DICOM modalities without being queried.
Each DICOM modality must send a query to the Worklist Server to receive its relevant worklist items.

IMPORTANT! HIS/RIS servers must send their HL7 messages to the HL7 port of the Sante Worklist Server, and DICOM
modalities must send their C-FIND requests to the DICOM port of the Sante Worklist Server. These two ports must
not be confused with each other.
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Mapping HL7 message fields to Database fields
Not all the HL7 applications use the same fields of an HL7 message to store the same piece of information. In the
example below the two messages use different position of the OBR segment to store the modality:

MSH|"~ &|EUROMEDICA|EUROMEDICA|SYNGO.PLAZA|SYNGO.PLAZA|20190315090409| |ORM"001

[201903150904097|P|2.3.1]
PID||7007]7007| INAME||19731215|M| | |ADDRESS|]6944600091[2107778888| || 18833925 ||| [|[IIIGR]]|
PVI1||I[15076600732[ ||| [ EOPYY A||[][1150766007321 [ 1548471 11LITELITEITETTTETTT12019031508521 111111
ORC|NW|54847| | |IP]||~"~"20190315085226] 1201903150852 ||111201903150852 ]|
OBR|1]54847||21100"CT|R|[20190315095000120190315100000 [ [l lICT||]||ICTAWP73120]|]|1201903150852] ]|

MSH|A~\&|applicationlapplicatioanEC_APP
PID|||1]1|Patient”Name| |19591206 M| || ]|
PVLILILELEE e ettt et e
ORCINWI [T LEIEEIT P rrrrrrrrrd

OBR||12005-9999|1234"BRAIN| [200512301613529400 [ [ [ 11 LIILEITHICTEIIEEI IR rrrrrnl

| [201912291543 | [ORM™O01 [ [P|2.3.21 [ [II1]]
| AERREN
| (EREN

The first message uses the field ORB.18 to store the modality while the second one uses the field ORB.21. For that
reason, the user must map the fields of the HL7 message that generates a specific HL7 server to the database fields
of Sante Worklist Server. This command lets the user to do this mapping with the following dialog box:

Sante Worklist Server X

Database To HL7 Field Mapping

* Different components in the same position are separated with the character "'

* If the "Component” is equal to 0 the field gets the whole value of the current position even though it contains '~

Segment Position  Component Segment Position  Component

PATENTID: pID  ~ 3 1 REQUESTED PROCEDURE DESCRIFTION: QBR 4 2

PATIENT NAME: PID 3 o MODALITY: OBR  ~ 18 1

PATIENT BIRTHDATE: PID 7 1 START DATE - TIME: ORC 15 1

PATIENT SEX: PID 8 ! TECHNICIAN NAME: OBR 34 1

PATIENT TELEPHONE NUMBER: prp 13 1 SCHEDULED PROCEDURE STEP ID:  OBR 4 1

PATIENT ADDRESS: pp 11 1 SCHEDULED STATION AE TITLE: OBR 21 1

SCHEDULED PROCEDURE STATUS: Qrc  ~ 5 1 SCHEDULED STATION MAME: qpr = 24 1

ACCESSION NUMBER: Qrc -~ 2 1 REQUESTED PROCEDURE ID: ggr 4 1

REQUESTING PHYSICIAN NAME: qgr 16 1 REQUESTED PROCEDURE PRIORITY: qgr - 27 1

REFERRING PHYSICIAN NAME: pyy a8 1 STUDY INSTANCE UD:  zp5 1 0
Import From File... Export To File... Load Default Study UI Setup... Open HL7 Sample File... Cancel

.
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Getting help on HL7 to Database field mapping

With the “Open HL7 Sample File” button, the program allows the user to open an HL7 message “side-by-side”
with the "Database To HL7 Field Mapping" dialog box.

| Sante Worklist Server X

| Database To HL7 Field Mapping |

* Different components in the same position are separated with the character "'
* If the "Component” is equal to 0 the field gets the whole value of the current position even though it contains '~
Segment Position ~ Component Segment Position ~ Component
PATENT D: PD - 3 1 REQUESTED PROCEDURE DESCRIFTION: QBR v 4 2
PATIENT NAME: FID  ~ 3 a MODALITY: OBR 13 1
PATIENT BIRTHDATE: PID 7 1 e 15 1
PATIENT SEX: PID 8 ! TECHMICIAN NAME: OBR 34 1
PATIENT TELEPHONE NUMBER: ppp 13 1 SCHEDULED PROCEDURE STEF ID: OBR 4 1
PATIENT ADDRESS: pp 11 1 SCHEDULED STATION AE TITLE: OBR 21 1
SCHEDULED PROCEDURE STATUS: gpe ~ 5 1 SCHEDULED STATION NAME: npr ~ 24 1
ACCESSION NUMBER: apr 2 1 REQUESTED PROCEDURE ID: qpr = 4 1
REQUESTING PHYSICIAN NAME:  gpgr ~ 16 1 REQUESTED PROCEDURE PRIORITY: qgr ~ 27 1
REFERRING PHYSICIAN NAME: myq v a 1 STUDY INSTANCE UID:  7pg ~ 1 ]
Import From File... Export To File... Load Default Study UI Setup... Open HL7 Sample File... Cancel
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The user can view the position of a filed in the HL7 message and put the correct value on corresponding filed of
the "Database To HL7 Field Mapping" dialog box.

Sante Worklist Server X
HL7 Message Viewer
MSH|*~\&| SANTESOFT | SANTESOFT | REC_APP|REC_FAC|200512301613| |ORM"001|123456|P12.0.01111]1 a
PID|1670]1234567897]|1|20504567 | TEST~PATIENT| 19591206 1M1 I11LIILTI0T0T000TI
PVL[|1111]115"TEST TECHNICIAN|MANOS"KANELLOPOULOS|[IIIIILITIIEEET et errrenret
ORC |NW| | 2005-9999] [SC|||1200512301613( | ]|]200512301613529400] ]|
OBR| | [2005-9999|1234"BRAIN]| |200512301613529400( 111011100 ICTII I 0III0TITTII1*TEST PHYSICIAN MD| || [200
v
MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH MSH A
9 0 11 12 13 14 15 6 17 18 19 | 20 29 22 23 24 25 26 2T 28 29 30 AN
123456 P 200
PID FID PID PID PID PID PID PID PID PD PD PID PD PID PD PID PID PID PD PID PID PID PID
9 0 M1 12 13 14 15 6 17 18 19| 20 20 22 23 24 25 26 | 2r 28 29 30 3N
PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PV1 PVI PV1I PV1 PV1 PV1 PV1
9 0 M 12 13 14 15 16 17 18 19 20 29 22 23 24 25 26 2T 28 29 30 AN
ANELLOPOULOS
ORC ORC | ORC | ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC ORC
9 0 M1 12 13 14 15 6 17 18 19| 20 20 22 23 24 25 26 | 2r 28 29 30 3N
512301613 200512301613529400
0BR OBR OBR OBR OBR OBR 0BR OBR OBR|OBR|OBR OBR OBR OBR OBR OBR OBR OBR OBR OBR OBR OBR OBR
9 0 M 12 13 14 15 16 17 19 20 21 22 23 24 25 26 2T 28 29 30 A
=
Ds DS | ZDS | ZDS ZDS DS Ds ZDS ZDS | ZDS XDS ZDS ZDS ZDS ZDS ZDS ZDS ZDS ZDS ZDS | ZDS ZDS ZDS
9 10 11 12 13 14 15 16 17 18 9 20 21 22 23 24 25 26 27 28 29 30 N WV
< >
Copy Message To Clipboard Close
Sante Worklist Server X

Database To HL7 Field Mapping

= Different components in the same position are separated with the character '~

= If the "Component” is equal to 0 the field gets the whole value of the current position even though it contdjns "'

Segment Position  Component Segment Position Component

PATENTID: pD 3 1 REQUESTED PROCEDUREWESCRIFTION: QBR 4 2

PATIENT NAME: PID v 5 0 MODALITY: OBR 18 1

PATIENT BIRTHDATE: PD 7 1 START DATE - TIME: ORC 15 1

PATIENT SEX: PD 8 L TECHNICIAN NAME: OBR 3 1

PATIENT TELEPHONE NUMBER: ppp 13 1 SCHEDULED PROCEDURE STEPID: OBR 4 1

LARIERIERDEES S py u 1 SCHEDULED STATION AE TITLE: OBR 21 1

SCHEDULED PROCEDURE STATUS: grc 5 1 SCHEDULED STATION NAME: ggr - 24 1

ACCESSION NUMBER: qpc 2 1 REQUESTED PROCEDURE ID:  ggr - 4 1

REQUESTING PHYSICIAN NAME: ggr = - 16 1 REQUESTED PROCEDURE PRIORITY: ggr - 27 1

REFERRING PHYSICIAN NAME: gy 8 1 STUDY INSTANCE UID:  7p5 - 1 0
Import From File... Export To File... Load Default Study UI Setup... Open HL7 Sample File... Cancel

If a HL7 filed does not contain the character “A”, the value of the “Component” must be equal to 1. If a HL7 filed
contains the character “A”, e.g. “1234"BRAIN”, for the first part of the value (1234) the “Component” must be equal
to 1 and for the second part of the value (BRAIN) the “Component” must be equal to 2. If the value of “Component”
is equal to 0, the program uses the whole value (1234*BRAIN), without splitting it into its parts.
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Export To File button
The user can save the mapping to a disk file for backup and for use in another installation of the program.

Import From File button
Lets the user load from the disk drive a previously saved mapping.

Study Ul Setup button
Some medical scanners do not accept worklist responses if those responses do not contain Study Ul value and this
field in the response is blank. With this button, the program can create Study Uls automatically for those scanners:

Sante Worklist Server X
Automatic Study Ul Creation
Study UI Root

| 1.2.300.0.7230010.3.1.4 |

(O Create Study UI for all AE Titles
(® Create Study UI for AE Titles on the list

AE Title for automatic Study UI creation

| Insert AE Title

List of AE Titles for automatic Study UI creation
CONQUESTSRV3

Edit AE Title..,

Delete AE Title

The program will create Study Uls only if the received HL7 message from HIS/RIS software does not contain any
value for this field, as well as the target scanner exists in the list of the above dialog box.
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Evaluation
The program without a registration key can run for 90 days for evaluation purposes. After that period, a valid
registration key is required.

Purchasing
The program can be purchased form our online store at:
https://santesoft.com/win/sante-worklist-server/order.html

Program activation
After the purchase the user will receive an email with the registration key. To activate the program, the user must
select the Program Information command and in the dialog box appears the button “Insert Registration Key”.

About Sante Worklist Server *

u Sante DICOM Worklist Server
= Version 2.0.0 (64 bit)

Copyright © 2020-2021, Santesoft LTD. All rights reserved.

Licensed to:
Santesoft LTD
e-mail:
info@santesoft.com

Warning: This computer program is protected by copyright law  »
and international treaties. Unauthorized reproduction ar
distribution of this program, or any portion of it, may result in
severe dvil and criminal penalties.

https://www santesoft com
info@santesoft.com

[ ok | insertRegstrationKey...

This button displays a dialog box that allows the user to activate the program. The information of the registration
key is case sensitive and the user must insert it exactly as is in the email.

Registration of Sante Worklist Server X

Purchase ID Running No
[ 12345678 ] | 1 ]

Registration Name
|Santesoft LTD |

email
l info@santesoft.com |

Registration Code
| 12345678 |

| Cancel || OrderItOnde... |

g
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The User Interface

About Sante Worklist Server X

n Sante DICOM Worklist Server
= Version 2.1.0 (64 bit)

Copyright ® 2020-2021, Santesoft LTD. All rights reserved.

Licensed to:
Santesoft LTD
e-mail:
info@santesoft.com

Warning: This computer program is protected by copyrightlaw A
and international treaties. Unauthorized reproduction or
distribution of this program, or any portion of it, may result in
severe dvil and criminal penalties.

https://www santesoft. com

info @santesoft.com

| OK || InsertRegistration Key...

The window of the program is divided to 4 parts:

1. On the top part of the window there is the command toolbar that contains the commands of the program.
When the user holds the mouse pointer over a command for a moment, the program displays a help text
that describe that command:

DX sante Worklist Server (Debug)

£ & H O
Sety Lide About Ewit

Metwork Setup

Search Database I Worklist Database

2. In the left part of the window there are the controls that let the user query the local database and view the

records.

3. Inthe middle part of the window is the list that contains the records that the database engine returns after
a query of the user of the program.

4. Inthe right of the window there are the controls for manipulation of the results of a query
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The Command Buttons

Program Setup

DICOM Network Log

Quick Start Guide

Program Information

Exit

View Record

Edit Record

Duplicate Record

Send Record To HL7 Node

Export Record

Copy Record To Clipboard

Delete Record

o3 |IUR IR NN PR IR G| O (Ll

Create New Record

Import HL7 Message From File

Query DICOM Worklist Node

Database To HL7 Field Mapping

Compose And Send HL7 Message

|| +i| =0 | %2+ |

Compare HL7 Messages

o
LT
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Toolbar Commands

Program Setup

=5

Before the first use of the software, the user must configure it. The program acts as a DICOM worklist server and it
can be queried by medical scanners about the scheduled procedures, thus it must be configured as a DICOM node.
That is, it must receive an AE Title and an IP port for DICOM communications as every other DICOM node. The
program acts also as an HL7 client, it can receive HL7 messages about the scheduled procedures from HIS/RIS
programs and for that purpose must receive an IP port for the communication with other HL7 nodes. This command
lets user to configure the server with the following dialog box:

‘ Sante Worklist Server X ‘

| Program Setup |

DICOM Configuration
DICOM AE Title DICOM Port
SANTEWL1 11131

HLY Configuration

HLY Port IP Address

787 192.168.1.131

Sending Application Sending Facility
Santesoft Santesoft

B send Acknowledgement

0 In incoming queries use the Client AE Title when the tag
0040,0001 is empty

Auto delete HLY records from
DB

Hebrew ~ | | Never ~

Default Charset

Auto-insertion of HL7 messages

Monitoring folder for auto-insertion of HLY messages (" bt *.hI7)

Browse...

C] Erase HL7 messages after insertion

C] Run the server as service

DICOM AE Title, DICOM port
The AE Title and IP port for DICOM communications with the other DICOM nodes.

HL7 Port
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The IP port for communication with other HL7 nodes like HIS/RIS software.

IP Address

This address is received automatically from Windows OS. The user can change this value only from the TCP/IP
configuration of Windows.

Sending Application / Sending Facility

The program can send HL7 messages to other HL7 clients. The program will use these values in the corresponding
fields MSH.3 and MSH.4 of the HL7 messages.

Send Acknowledgement
Some HL7 servers require to receive an acknowledgement as proof that the client received the message. With this
option enabled, the program sends this acknowledgement to the server.

In incoming queries use the Client AE Title when the tag 0040,0001 is empty
Many DICOM nodes ask for station name, if this field does not have a value the program uses the AE Title as station
name.

Default Charset
If the HL7 message does not contain any information about the used charset, the program uses the value of this
box.

Auto delete HL7 records
The program can delete automatically from the database old messages that is not useful anymore. The messages to
be deleted can be older than 7 days, 14 days, 1 month or 3 months.

Monitoring folder for auto-insertion of HL7 messages

The program scans the monitoring folder for HL7 messages and if they exist it inserts them into database. The
messages must have the extension .txt or .hl7. After message processing the program adds to the file the extension
.DON if the message was inserted successfully into database or the extension .ERR if not.

Erase HL7 messages after insertion
If this option is enabled, the program deletes the successfully inserted messages instead of adding in them the
extension .DON. The program does not delete messages that were not inserted into the database.

Run the server as service
This option enables the software to run as a windows service.
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DICOM Network Log

This command displays the DICOM network activity.

Network Report X
Network Report
AE Title Service ID Service Role Peer AE Title Service Result ServiceDate  Service Time  Service Duration
21/08/2020
SANTEWL1 0002H C-FIND SCu SANTEWL1 Succeeded 21/08/2020 12:29:53 0sec
Today || Yesterdsy ||  Lest7Days || Al I Delete il Close

With a double-click over a row, the user can view details of that activity.

Network Log (Service ID:0003H) X
Network Log
# Connected with peer 127.0.0.1 ~
# Receiving A-ASSOCIATERQ...

# A-ASSOCIATE-RQ was received from AE Title "SANTEWL1"
- Presentation Context 1: 1.2.840.10008.5.1.4.31
- Proposed transfer syntax 1: 1.2.840.10008.1.2
- Proposed transfer syntax 2: 1.2.840.10008.1.2.1

# Sending A-ASSOCIATE-AC...
- Presentation Context 1: 1.2.840.10008.5.1.4.31
- Accepted transfer syntax 1: 1.2.840.10008.1.2

- A-ASSOCIATE-AC was sent
# Waiting for service request...

# C-FIND service request received
- CFIND-RQ was received from AE Title "SANTEWL1"

-Message Contents:
Group Elem VR Size Data
0000 0000 UL 4
0000 0002 UI 22 1.2,840.10008.5.1.4.31
0000 0100 us 2 20H
0000 0110 US 2 H
0000 0700 us 2 OH
0000 0800 US 2 102H
-Message Contents:
Group Elem VR Size Data
0008 0050 SH 0
0010 0010 PN 0
0010 0020 Lo 0
0010 0030 DA 0
0010 0040 CS 0
0032 1032 PN 0
0032 1060 LO 0
0040 0100 SQ 64

0008 0060  CS 0

0040 0001 AE 0 v

< >

ok || Refresh || ExportToTextFike... | | Copytodipboard || il Connection
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Quick Start Guide

This command displays this document.
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Program Information

This command displays information about the program and the register user.

About Sante Worklist Server >

u Sante DICOM Waorklist Server
— Version 2.0.0 (54 hit)

Copyright © 2020-2021, Santesoft LTD. Al rights reserved.

Licensed to:
Santesoft LTD
e-mail:

info@santesoft.com

Warning: This computer program is protected by copyright law
and international freaties. Unauthorized reproduction or
distribution of this program, or any portion of it, may result in
severe dvil and criminal penalties.

https:/Awww santesoft . com

info @santesoft.com

| ok | InsertRegistration Key...

Insert Registration Key button
After the purchase the user will receive an email with the registration key. This button displays a dialog box that

allows the user to activate the program. The information of the registration key is case sensitive and the user must
insert it exactly as is in the email.

Registration of Sante Worklist Server X

Purchase ID Running No
[ 12345678 | | 1 |

Registration Name
| Santesoft LTD |

email
l info@santesoft.com |

Registration Code
| 12345678 ]

Ok || cancel || OrderltOndine... |
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Exit

Use this command to terminate the program end exit.
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View Record

———

Q

This command lets the user review a database entry. The command is enabled when one record at least has been
selected in the list of the records of the database. Otherwise, the command is grayed out.

View Worklist Record X
View Worklist Record
Field Value
PATIENT NAME ==
PATIENT BIRTHDATE 24/02/1851
PATIENT SEX F
ACCESSION NUMBER 108551
MEDICAL ALERTS
ALLERGIES
STUDY INSTANCE UID
REQUESTING PHYSICIAN NAME

REQUESTED PROCEDURE DESCRIPTION
MODALITY

REQUESTED CONTRAST AGENT
SCHEDULED STATION AE TITLE

START DATE

START TIME

TECHNICIAN NAME

SCHEDULED PROCEDURE STEP DESCRIPTION
SCHEDULED PROCEDURE STEP ID
SCHEDULED STATION NAME

SCHEDULED PROCEDURE STEP LOCATION
PRE MEDICATION

SCHEDULED PROCEDURE STEP COMMENTS
STATUS

REQUESTED PROCEDURE ID

REQUESTED TIMING

ADMINISTRATION OF IODINATED CONTRAST MEDIA
cT

CT111115

5555~ADMINISTRATION OF IODINATED CONTRAST MEDIA~BODY 0
CT111115

P
5555
11/08/2020 16:25
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Edit Record

'

This command lets the user edit and modify a database entry. The fields that are pointed out with a star (*) are
mandatory fields and they cannot be deleted. The command is enabled when one record at least has been selected
in the list of the records of the database. Otherwise, the command is grayed out.

Edit Worklist Record X
Field Value
PATIENT ID (%)
PATIENT NAME (*) ==
PATIENT BIRTHDATE 24/02/1951
PATIENT SEX F
ACCESSION NUMBER 108551
MEDICAL ALERTS
ALLERGIES
STUDY INSTANCE UID
REQUESTING PHYSICIAN NAME
REQUESTED PROCEDURE DESCRIPTION ADMINISTRATION OF IODINATED CONTRAST MEDIA
MODALITY CcT
REQUESTED CONTRAST AGENT
SCHEDULED STATION AE TITLE CT111115
START DATE
START TIME
TECHNICIAN NAME
SCHEDULED PROCEDURE STEP DESCRIPTION
SCHEDULED PROCEDURE STEP ID 5555~ADMINISTRATION OF IODINATED CONTRAST MEDIA”~BODY ~0
SCHEDULED STATION NAME CT111115
SCHEDULED PROCEDURE STEP LOCATION
PRE MEDICATION
SCHEDULED PROCEDURE STEP COMMENTS
STATUS P
REQUESTED PROCEDURE ID (*) 5555
REQUESTED TIMING 11/08/2020 16:25

(*) = required field

ok || Cancel

Duplicate Record

2

This command lets the user create a second instance of a record and it is useful when the user wishes to create a
new record that has many common fields with another record.
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Send Record
-

This command lets the user send to a specific HL7 node a database entry, in the form of an HL7 message. The
command is enabled when one record at least has been selected in the list of the records of the database. Otherwise,
the command is grayed out.

Sante Worklist Server X

Receiving Application

| REC_APP |

Receiving Fadility

| REC_APP |

IP Address / Hostname Port

| 127.0.0.1 | |787 |
| ok || cancel |

Export Record

4+

This command lets the user save in a disk file a database entry in the form of HL7 message. The command is enabled
when one record at least has been selected in the list of the records of the database. Otherwise, the command is
grayed out.

Copy Record To Clipboard

This command lets the user copy to clipboard a database entry in the form of HL7 message. The command is enabled
when one record at least has been selected in the list of the records of the database. Otherwise, the command is
grayed out.
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Delete Record
x
This command lets the user delete one or more database entries that are not useful anymore. The command is

enabled when one record at least has been selected in the list of the records of the database. Otherwise, the
command is grayed out.
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Create New Record

Although the HL7 data are usually created by HIS/RIS software and they are sent to Worklist server via an HL7
message, the program offers to user the ability to create new worklist records from scratch. The fields that are
pointed out with a star (*) are mandatory fields.

Create New Worklist Record X

Create New Worklist Record

Field Value

PATIENT ID (¥)

PATIENT NAME (%)

PATIENT BIRTHDATE

PATIENT SEX

ACCESSION NUMBER

MEDICAL ALERTS

ALLERGIES

STUDY INSTANCE UID

REQUESTING PHYSICIAN NAME
REQUESTED PROCEDURE DESCRIPTION
MODALITY

REQUESTED CONTRAST AGENT
SCHEDULED STATION AE TITLE

START DATE

START TIME

TECHNICIAN NAME

SCHEDULED PROCEDURE STEP DESCRIPTION
SCHEDULED PROCEDURE STEP ID
SCHEDULED STATION NAME

SCHEDULED PROCEDURE STEP LOCATION
PRE MEDICATION

SCHEDULED PROCEDURE STEP COMMENTS
STATUS

REQUESTED PROCEDURE ID (*)
REQUESTED TIMING

(*) = required field
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Import HL7 Message From File
1—

This command lets the user insert into database an HL7 message that has been saved in a text file.

1 open X
4t > ThisPC » Local Disk (C:) > Temp v O Search Temp el
Organise v New folder =~ @ @

This PC Name Date modified Type Siz

_J 3D Objects | ] ORMstring.hi7 29/01/2020 11:45 HL7 File
[ Desktop

Documents

¥ Downloads

D Music

[&] Pictures

B videos

% Local Disk (C:)

s Local Disk (D:)

£ Network
[ DESKTOP

v £ >

File name: | ORMstring.hl7 v| | HL7 Files ¢ hi7) v

l Open l l Cancel |

The file must be a text file that contains an HL7 formatted message like this example:

MSH| "~ &|EUROMEDICA|EUROMEDICA|SYNGO.PLAZA|SYNGO.PLAZA[20190315090409| |ORM*001

1201903150904097|P|2.3.1]
PID||7007]7007| |NAME|[19731215|M| | |ADDRESS||6944600091[2107778888|||[18833925[ || ||| []IGR]]]
PV1[1I115076600732| ||| |"EOPYY"A||]|]1150766007321111154847 11111111l FEETEITITI 1201903150852 [ 111111

[
ORC|NW| 54847 || |IP||*""20190315085226] 1201903150852 []]11201903150852]| ||
OBR[1]54847|121100"CT|R|[20190315095000(120190315100000 [ [ [IIIIIICT|II||ICTAWP73120|]|[201903150852] ]|



SANTESOFT - SANTE WORKLIST SERVER

Query DICOM Worklist Node

X

With this command, the program lets the user query other Worklist Servers of the network and import their
records into the database of the program.

Sante Worklist Server >
Query DICOM Node
Worldist AE Title IP Address /Hostname  Port
| SANTESRVPG1 | | 127.0.0.1 | | 11122 | | Eho
Search Database Query Results
Study date from # Patient Name Patiert ID Bith Date  Sex Accession Number Requesting Physician Requested Pro
7 9021 v 1 e s 700700 1973/12f15 M 54847 AJONIKH TOM
‘Yesterday 2 = 156501600... 1975/04/05 M 333 LOW DOSE MA
Study date to 3 _— 156501600... 1976/04/05 M 333 LOW DOSE MA
Last 7 days 79021 ~| |4 EEESeTTTeT— 700700 1973/12/15 M 54847 AJONIKH TOM
5 ——— F00700 1973f12§15 ™ 54347 AJONIKH TOMI
| SearchAl || SearchDates | | 6 ae— 700700 1973/12f15 M 54847 AJONIKH TOM
Query Options
Patient Name
Patient ID
Accession Mumber
[ ]Date of birth
| 7/ 92021 v| | Clear Fields |
Modality
Modality AE Tite Maodality Type
| | |AJI V| < >
View Impart Log File... | | Close
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Database To HL7 Field Mapping

S

Not all the HL7 applications use the same fields of an HL7 message to store the same piece of information. In the
example below the two messages use different position of the OBR segment to store the modality:

MSH|"~ &|EUROMEDICA|EUROMEDICA|SYNGO.PLAZA|SYNGO.PLAZA|20190315090409| |ORM"001

[201903150904097|P|2.3.1]
PID||7007]7007| INAME||19731215|M| | |ADDRESS|]6944600091[2107778888| || 18833925 ||| [|[IIIGR]]]|
PVI1||I[115076600732[ ||| [ EOPYY A||[][115076600732] [ 154847 I 1LLITELITEEITETTTETT11201903150852 1 111111
ORC|NW|54847| | |IP]||~"~"20190315085226] 1201903150852 ||111201903150852 ]|
OBR|1]54847||21100"CT|R|[20190315095000120190315100000 [ [l lICT||]||ICTAWP73120]|]|1201903150852] ]|

MSH|A~\&|applicationlapplicatioanEC_APP
PID|||1]1|Patient”Name| |19591206 M| ||| |
PVLILICELEI e ettt et ettt
ORCINWI [ [ LIIEEIT Tl

OBR| | 12005-9999|1234"BRAIN| [200512301613529400 [ [ [ 1111 LT HICTEIIEIIT T EEITErrrrnl

| 2019122915431 |ORM™OO0L | [P2.3. 211 IIII]
| LT
| [T

The first message uses the ORB.18 field to store the modality (CT) while the second one uses the field ORB.21. For
that reason, the user must map the fields of the HL7 message that generates a specific HL7 server to the database
fields of Sante Worklist Server. This can be done with use of command Database To HL7 Field Mapping. This
command displays the following dialog box that lets the user to do this mapping:

Sante Worklist Server X

Database To HL7 Field Mapping

* Different components in the same position are separated with the character "'

* If the "Component” is equal to 0 the field gets the whole value of the current position even though it contains '~

Segment Position  Component Segment Position  Component

PATENTID: pID  ~ 3 1 REQUESTED PROCEDURE DESCRIPTION: QBR 4 2

PATIENT NAME: PID ~ 3 a MODALITY: OBR 18 1

PATIENT BIRTHDATE: PID 7 1 START DATE - TIME: ORC 15 1

PATIENT SEX: PID 8 ! TECHNICIAN NAME: OBR 34 1

PATIENT TELEPHONE NUMBER: prp 13 1 SCHEDULED PROCEDURE STEP ID:  OBR 4 1

ERDERUPADDEESSSR by 11 1 SCHEDULED STATION AE TITLE: OBR 2 1

SCHEDULED PROCEDURE STATUS: Qrc  ~ 5 1 SCHEDULED STATION MAME: qpr = 24 1

ACCESSION NUMBER: Qrc -~ 2 1 REQUESTED PROCEDURE ID: ggr 4 1

REQUESTING PHYSICIAN NAME: qgr 16 1 REQUESTED PROCEDURE PRIORITY: qgr - 27 1

REFERRING PHYSICIAN NAME: pyy 8 1 STUDY INSTANCE UD:  zp5 1 0
Import From File... Export To File... Load Default Study UI Setup... Open HL7 Sample File... Cancel

.
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Export To File button
The user can save the mapping to a disk file for backup and for use in another installation of the program.

Import From File button
Lets the user load from the disk drive a previously saved mapping.

Study Ul Setup button
Some medical scanners do not accept worklist responses if those responses do not contain Study Ul value and this
field in the response is blank. With this button, the program can create Study Uls automatically for those scanners:

Sante Worklist Server X
Automatic Study Ul Creation
Study UI Root

| 1.2.300.0.7230010.3.1.4 |

(O Create Study UI for all AE Titles
(® Create Study UI for AE Titles on the list

AE Title for automatic Study UI creation

| Insert AE Title

List of AE Titles for automatic Study UI creation
CONQUESTSRV3

Edit AE Title..,

Delete AE Title

The program will create Study Uls only if the received HL7 message from HIS/RIS software does not contain any
value for this field, as well as the target scanner exists in the list of the above dialog box.
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Compose And Send HL7 Message

-

This command lets the user compose or load an HL7 message from a file, edit it and send it to a specific HL7 node.

Sante Worklist Server X
Send HL7 Message
IP Address / Hostname Port Receiving Fadlity Receiving Application
| 127.0.0.1 | | 787 | | REC_APP ] | REC_APP |
HL7 Message

MSH|*~-&|EUROMEDICA 1|EUROMEDICA2|SYNGO.PLAZA |SYNGO.PLAZA |20190315090409] |ORM~001|20190315
PID||700700|700700 ] |esssns ~emmasrm== Mugaes= |]19731215|M]|[Fssmms = ~~BYRONAS"~"16231|
PV1]|I]15076600732e=ns s ~||111~EOPYY~A]|]11115076600732 esne ma = ~||1115
ORC|NW |54847~EUROMEDICA|||IP||~~~20180315085226|]201903150852]]|111201503150852]] 11|
OBR |1|54847~EUROMEDICA||21100AJONIKH TOMOGRAFIA UVRAKOS~0|R |]20190315095000}201903151000
NTE]1|Notes|]||
NTE|2|Remarks]]|
< >

Send || LloadFromFie... | | PasteFromClpboard | Close
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Compare HL7 Messages
This command lets the user compare two HL7 messages. It is useful in cases where one message works fine with the

current field mapping of the program and another does not, and the user wishes to find the differences between
the two messages.

Sante Worklist Server *
HL7 Message Comparison
Select First File Select Second File
|C:\Temp\DRMstingParadeigmaDaizDesign.hl? w | Izl |C:\Temp\DRMst'ingParadeigmaSiemens.hl? w | m
Positicn MSH MSH MEH MSH MSH MSH MSH M A
. 1] 1 2 3 4 5 (-]
File
ORMs=tringParadeigmalbatabesign.hl7 M5H —-& U YGEIA AMPELOKIPOM PACS PACS 201506181514
E 5 B AMPELOKIPCN
ORMstringParadeigmatiemens.hl7 MSH & EUROMEDICAT EURCMEDICAZ SYMNGO.PLAZA SYMNGO.PLAZA 20190315050409
Position PID PID PID RID PID RID RID p
. 1] 1 2 3 4 5 (-]
File
ORMsztringParadeigmalatalesign.hl7  PID 15650160026 15650160026 . 157¢
CORMstringParadeigmatiemens.hl7  PID FOOT700 FOOT00 ——— i — 197:
Position PVl PV PV PVl PV PV PV P
. 1] 1 2 3 4 5 (-]
File
ORMs=tringParadeigmalatalesign.hl7 PV o
15076600732 m—
ORMstringParadeigmatiemens.hl7 PV |
——
Positicn ORC ORC ORC ORC ORC ORC ORC o
. 1] 1 2 3 4 5 (-]
File
333YGEIA
ORMs=tringParadeigmabatabesign.hl7 ORC MW AMPELOKIPGN IF 2019
L4 2>

Export to HTML file. .. | Close
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Connection Troubleshooting
If the program cannot communicate with other DICOM or HL7 nodes, please check the following checklist:

e Ensure that the ports of the program are not used by any other program.

e Ensure that the ports of the program are not blocked from a firewall or an antivirus.

e When the program starts it asks for to be added in firewall exception list. If you answered no you must add it
manually.

@ Windows Security Alert >

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of Sante Warklist Server on all public and

private networks,
u Mame: Sante Worklist Server
= Publisher: Santesoft LTD
Path: C:'sante worklist server.exe

Allow Sante Worklist Server to communicate on these networks:
Private networks, such as my home or work network

[ ] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have lithe or no security)

What are the risks of allowing an app through a firewsall?

Qg.]lnw access Cancel

e [f the two nodes (server and client) belong to different subnetworks, ensure that the ports of the program are
forwarded by the router.

e |f the PC has more than one network card (physical, logical or virtual network cards) and thus more than one IP
address, ensure that the client and server use IP addresses of the same sub-network. E.g. If the server has two
IP addresses, the addresses 192.168.1.1 and 172.91.1.1 and the client has the IP address 192.168.1.* the client
must use the address 192.168.1.1 as the IP address of the server. If the client has the IP address 172.91.1.* it
must use the address 172.91.1.1 as the IP address of the server. That means that the server and client must
belong to the same sub-network. In case that the PC has more than one IP address, the program displays only
one IP address, the first one, although it opens its IP ports in all the available network interfaces and not only in
the indicated IP address. Use the command ipconfig in the command prompt to get a list of all the IP addresses
of the PC.



Check a port of the program

You can use the netstat utility in the command prompt to check if the port of the program is opened and at which
IP address.

In the command prompt, use the command:

C:\>netstat -ano -p tcp |find "11131"

to check if port 11121 of the program is opened and at which IP Address. The last number that the program prints
is the PID of the application that has opened the port.

In the command prompt, use the command:

C:\>tasklist |find "19868"
to find which is this application.

BX Command Prompt — O ot

-p tcp |find "11131"
.9:11131 9.9.0.0:9 LISTENING

“rtasklist |find ™

Sante Worklist Server.exe 19868 Console

With these commands you can check the port of the Worklist server module as well.
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The Message Format

The HL7 messages that are transferred via a network connection and the HL7 port of the program, must start with
the (non-printable) character OB (hexadecimal) and they must end with the (non-printable) characters 1C and 0D
(hexadecimal). The messages that are inserted via the interface of the program and not via the network do not
need these characters.

Example
A HL7 text message:

| testfile.hi7 - Notepad - ] b4

File Edit Fgrmat View Help

MSH| *~\& | Santesoft | Santesoft | REC_APP|REC_APP| 202211891932
PID| | | 70@708 | | KANELLOPOULOSAMANOS | 29732225 M| [ 1TITTTELT]
PVLLCTEEETEEEE R e e e e e et I

[1111
ORC|Ww|Saga7| [ {IP[ 111111 12019e3150852] [|]1]]]
oBR| || [21186~AJONIKH TOMOGRAFIA UVRAKOS|[[IIITTINIITICTIIIIIcTAwpT3128] | | 2009315852 | [ L0IIITEIITIErIn

?M“M1IIFIE-3-1IIIIIII I

I
FEEEEEET

The hexadecimal view of the message in which the start and end characters are highlighted:

Sante DICOM Editor *
HEX Editor
File : C:Tempitestfile.hl7 ~ Browse...
01 2345678 34A8BCDEF 01234567834BCOEF Type Value
00000000H: OB 4D 53 48 FC 5E 7E 5C 26 7C 53 61 BE 74 65 73 .MSH. “.% .Santesz =~ C_har
00000010H: 6F BB 74 7C 53 B1 BE 74 B5 73 BF BB 74 7C 52 45 oft . Santesof t . RE Signed Byte
00000020H: 43 5F 41 50 50 7C 52 45 43 5F 41 50 50 7C 32 30 C_APP.REC_APP. 20 Unsigned Byte
00000030H: 32 32 31 31 30 39 31 39 33 32 FC 7C 4F 52 4D 56 2211091932, .ORM™ Signed Short
00000040H: 4F 30 31 FC7C B0 7C 32 2E 33 2E A1 PCPCPC7C OO1. .P.2.3.1. ... Unsigned Short
00000050H: 7C 7C 7C7C7COD 04 50 49 44 FCPCPC 37 30030 ... . . .. PID...700 Signed Long
000000G0H: 37 30 30 7C 7C 4B 41 4E 45 4C 4C 4F 50 4F 55 4C 700. . KAMELLOPOUL Unsigned Long
00000070H: 4F 53 5E 4D 41 4E 4F 53 PC 7C 31 39 37 33 31 32 05°MANODS . . 197312 Float
00000080H: 31 35 FC 4D FCPC 7CFCPCPCFCPCPCFCPCZC 15.M. ... . . Double
00000090H: 7CFCPCPC7CPC7CFCPCPCODOA SOS6 3 7C ... ... ... .. P String

000000A0H: 7C FCPC VCPCYC FCVCFCVCFCFCFCFCPCAC oo oL
000000BOH: FCFCPCVEPCYC FCVCYCVCFCFCFCFC AT oo oL

OO00OOCOH: 7C 7C 7C FC L 7L FCFCPC L PCFCACFCFCZC Position

OO0DOODOH: 7C 7C 7COD OA 4F 52 43 FC4E 57 7C 35 34 38 34 DRC. M. 5484

ODODOOEQH: 37 7C 7C 7C 49 B0 FCFC FCFCFCFCFCFCFCAC 7. IP. ... e - 260

ODDDOOFOH: 32 30 31 33 30 33 31 35 30 38 35 32 7C 7C 7C 7C 201903150852

O00DOT00H: 7C 7C 7C FC7COD 04 F 42 B2 FCICPCTC 32 31 .. . DER. ... 21

OO0DOT10H: 31 30 30 BE 41 44 4F 4 49 4B 43 20 54 4F 40 4F 1007AJOMIKH TOMO Add bytes...
O00D0120H: 47 52 41 45 49 41 20 55 56 52 41 4B 4F 53 7C 70 GRAFIA UWRAKDS

O0000130H: 7C FC 7L FCPCFCFCFCFCFCFCFC 43 B4 FC7C .. CT. . Delete
O0000140H: 7C FC7C7C 43 54 41 57 50037 33 31 32 30 7C7C ... . CTAwP73120. .

OO0DO150H: 7C 32 30 31 3930 33 31 35 30 33 35 32 FC7C 7C . 201903150852 e
O00001E0H: 7C FC 7C FCPC7CFCFCFCPCPCICACFCPCAC o

00000170H: 0D .

000001 B0H: Calculator. .




Troubleshooting

Starting and ending characters of a message

HL7 messages, when they are transferred with a socket, they must start with the character OB (HEX) and they
must end with the characters 1C 0D (HEX). Please ensure that you use these characters in your messages.

Check the HL7 port of the program

You can use the netstat utility in the command prompt to check if the port of the program is opened and at which
IP address.

In the command prompt, use the command:
C:\>netstat -ano -p tcp |find "787"

to check if the HL7 port 3001 of the program is opened and at which IP Address.
The last number that the program prints is the PID of the application that has opened the port.

In the command prompt, use the command to find which is this application:
C:\>tasklist |find "<PID>"

(where <PID> is the actual number of the application, in this example it is 26852)

Command Prompt

(c) Microsoft Corporation. ALl rights reserved.

C:\Users\ekane>netstat —ano -p tcp |find "787"
TCP ©.0.0.0:787 ©.0.0.0:0 LISTENING

C:\Users\ekane>tasklist |find "26852"
Sante Worklist Server.exe 26852 Console 33.196 K

C:\Users\ekane>




